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59 /*
60  * The following definitions are to keep EXPORT_SRC happy.
61  */
62 #ifndef AES_MIN_KEY_BYTES
63 #define AES_MIN_KEY_BYTES 0
64 #endif

66 #ifndef AES_MAX_KEY_BYTES
67 #define AES_MAX_KEY_BYTES 0
68 #endif

70 /*
60  * Mechanism info structure passed to KCF during registration.
61  */
62 static crypto_mech_info_t aes_mech_info_tab[] = {
63 /* AES_ECB */
64 {SUN_CKM_AES_ECB, AES_ECB_MECH_INFO_TYPE,
65     CRYPTO_FG_ENCRYPT | CRYPTO_FG_ENCRYPT_ATOMIC |
66     CRYPTO_FG_DECRYPT | CRYPTO_FG_DECRYPT_ATOMIC,
67     AES_MIN_KEY_BYTES, AES_MAX_KEY_BYTES, CRYPTO_KEYSIZE_UNIT_IN_BYTES},
68 /* AES_CBC */
69 {SUN_CKM_AES_CBC, AES_CBC_MECH_INFO_TYPE,
70     CRYPTO_FG_ENCRYPT | CRYPTO_FG_ENCRYPT_ATOMIC |
71     CRYPTO_FG_DECRYPT | CRYPTO_FG_DECRYPT_ATOMIC,
72     AES_MIN_KEY_BYTES, AES_MAX_KEY_BYTES, CRYPTO_KEYSIZE_UNIT_IN_BYTES},
73 /* AES_CTR */
74 {SUN_CKM_AES_CTR, AES_CTR_MECH_INFO_TYPE,
75     CRYPTO_FG_ENCRYPT | CRYPTO_FG_ENCRYPT_ATOMIC |
76     CRYPTO_FG_DECRYPT | CRYPTO_FG_DECRYPT_ATOMIC,
77     AES_MIN_KEY_BYTES, AES_MAX_KEY_BYTES, CRYPTO_KEYSIZE_UNIT_IN_BYTES},
78 /* AES_CCM */
79 {SUN_CKM_AES_CCM, AES_CCM_MECH_INFO_TYPE,
80     CRYPTO_FG_ENCRYPT | CRYPTO_FG_ENCRYPT_ATOMIC |
81     CRYPTO_FG_DECRYPT | CRYPTO_FG_DECRYPT_ATOMIC,
82     AES_MIN_KEY_BYTES, AES_MAX_KEY_BYTES, CRYPTO_KEYSIZE_UNIT_IN_BYTES},
83 /* AES_GCM */
84 {SUN_CKM_AES_GCM, AES_GCM_MECH_INFO_TYPE,
85     CRYPTO_FG_ENCRYPT | CRYPTO_FG_ENCRYPT_ATOMIC |
86     CRYPTO_FG_DECRYPT | CRYPTO_FG_DECRYPT_ATOMIC,
87     AES_MIN_KEY_BYTES, AES_MAX_KEY_BYTES, CRYPTO_KEYSIZE_UNIT_IN_BYTES},
88 /* AES_GMAC */
89 {SUN_CKM_AES_GMAC, AES_GMAC_MECH_INFO_TYPE,
90     CRYPTO_FG_ENCRYPT | CRYPTO_FG_ENCRYPT_ATOMIC |
91     CRYPTO_FG_DECRYPT | CRYPTO_FG_DECRYPT_ATOMIC |
92     CRYPTO_FG_MAC | CRYPTO_FG_MAC_ATOMIC |
93     CRYPTO_FG_SIGN | CRYPTO_FG_SIGN_ATOMIC |
94     CRYPTO_FG_VERIFY | CRYPTO_FG_VERIFY_ATOMIC,
95     AES_MIN_KEY_BYTES, AES_MAX_KEY_BYTES, CRYPTO_KEYSIZE_UNIT_IN_BYTES}
96 };
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